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MONEY LAUNDERING DETECTION USING GRAPH
NEURAL NETWORKS ENHANCED WITH AUTOENCODER
COMPONENTS

TUDOR-IONUT GRAMA

ABSTRACT. The paper addresses the topic of detecting money laundering
operations in transaction data represented as graph data-structures. We
propose the integration of autoencoder components in Graph Neural Net-
works(GNN) architectures, in order to incorporate a reconstruction step
in the traditional edge classification problem and enhance model quality
based upon the usage of reconstruction errors.

We show that enhancing GNNs with autoencoder components im-
proves the predictive performance of money laundering detection, on data
represented as homogeneous graphs. Additionally, the Shapley value is
computed in order to gain further insight into the most important features
from distinguishing normal and fraudulent activities.

1. INTRODUCTION

With the latest technological achievements, there has also been a significant
increase in the complexity of fraudulent financial activities, as well as in the
ability of criminal parties to render such efforts much more difficult to trace.
Money Laundering is the process of making illicit funds hard or impossible
to distinguish from those acquired by legal means, and causes damages in the
billions, potentially even trillions [4]. Identifying such processes as accurately
and early as possible is paramount for limiting both the resulting damages,
as well as for putting a stop to the ability of organized crime to be able to
acquire finances. Money Laundering is a complex process of obfuscating the
origin of illicitly obtained funds by employing sequences of transactions or
bank transfers, that make tracing the source of the money very difficult and
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time-consuming. Traditional approaches for money laundering detection are
typically rule-based systems [22], which can be prone to a high degree of false
positives [16]. Recently, machine learning and deep learning driven approaches
have seen significant development [9, 1]. Of particular note are developments
in graph neural networks (GNNs), which manage to effectively depict com-
plex networks of financial transactions [10], due to their ability of handling
relational data, represented as graphs, which are a suitable representation for
financial transactions.

This work showcases GNNs with directed multigraphs, as well as various
other adaptations which are either necessary for accurately depicting finan-
cial transactions or enhance predictive performance. Financial operations can
encompass multiple transactions which can occur between the same entities
over time, often time in both directions. The multigraph structure thus more
dependably preserves the temporal and directional aspects of transactions and
can serve as a better baseline for future developments. The main goal is to de-
velop a robust manner of detecting instances of money laundering, that, at the
same time is agnostic with respect to the transaction method, as well as being
generalizable to a large deal of auxiliary factors, such as currency, financial
institutions, or whether the transactions go beyond national boundaries. This
should serve to ensure robustness for the complexities specific to the domain
in real-life scenarios and improve the detection of such illicit operations, no
matter the mechanisms involved.

To the best of our knowledge, there are no other studies in the literature that
discuss the enhancement of GNN architectures with autoencoder components
for the purpose of detecting money laundering. Our contribution consists of
using autoencoder components in order to reconstruct edge attributes based
on the embeddings of the nodes defining a transaction. The reconstruction
error is used as part of the training loop being integrated in a binary cross en-
tropy function which uses the edge attributes as well as the mean square error
pertaining to the edge attribute reconstruction for the classification step. The
output of the autoencoder is used to better differentiate transactions involved
in money laundering that are not part of known or well defined patterns. Sec-
ond, we integrate explainability and feature analysis using SHapley Additive
exPlanations (SHAP) [14], in order to better understand what structural and
substantive features of financial data are most telling of whether a transaction
is normal or fraudulent. To conclude, three main research questions will be
further investigated:

RQ1 Does integrating autoencoder components into the edge classification
problem improve the predictive performance of money laundering
detection?
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RQ2 What is the impact of integrating autoencoder components in a
GNN-based architecture for the task of detecting illicit transactions
in directed heterogeneous multigraphs?

RQ3 What are the most significant features for detecting each type of
transaction as provided by the SHAP explainability approach?

The rest of the paper has the following structure. Section 2 reviews existing
machine learning approaches for money laundering detection. Section 3 details
our methodology used in the study. The experimental results are presented
and discussed in Section 4. Section 5 presents the application of SHAP values
to provide interpretability for transaction classification, while the conclusions
and some potential directions for future work are outlined in Section 6.

2. LITERATURE REVIEW ON MACHINE LEARNING APPROACHES FOR MONEY
LAUNDERING DETECTION

Weber et al. [23] employ GNNs for anti money laundering in bitcoin trans-
actions. The researchers implement an architecture using two-layered graph
convolutional networks. The authors name this Skip-GCN, incorporating a
skip connection between intermediate embeddings and input features, and also
experiment with EvolveGCN, a temporal model that creates separate GCN
(Graph Convolutional Network) layers for each time step connected through
a recurrent neural network. They show that the graph-based approaches out-
perform traditional methods.

GNN-based approaches have also been employed on real-life data. Johan-
nessen and Jullum use a GNN architecture in order to detect money laundering
in a network of transaction from the largest Norwegian bank. One variant ex-
plored by the researchers include a novel approach, by concatenating the node
embeddings from the aggregation of messages and passing the resulting vector
through a single-layer perceptron, which outputs a new representation. The
model achieves impressive results on the detection of top 1% most suspicious
customers, with two thirds of the ones identified by the model being actually
suspicious. This is noteworthy especially due to the severe class imbalance,
under 0.5% of the customers being considered suspicious [10].

Egressy et al. [5] introduce key adaptations to standard GNNs in order
to render them a better fit for graphs of transactions. They implement port
numbering (unique labels for each node), EgoIDs (boolean marker which allows
a node to detect whether it is part of a cycle) and reverse message passing,
as well as edge updates, for some of the model variants. In their experiments,
reverse message passing provides the largest single performance boost for most
tasks, Port numbering is shown to be essential in detecting two patterns that
are common in fraudulent financial transactions. EgolDs, coupled with the



MONEY LAUNDERING DETECTION USING GRAPH NEURAL NETWORKS 91

other two adaptations are stated to improve the detection of cycle patterns,
which are likewise common in fraudulent activities, up to a depth of 6.

There are other, non-GNN based approaches that have also shown promising
results. Kumar et al have tested various machine learning models on data of
bank loans. Support vector machines shows the best precision score, obtaining
100%, while also achieving a high accuracy score and a high f1 score, of 83%
and 90% respectively. In the same study, random forest has also been shown
to display competitive performance [12].

3. METHODOLOGY

This section introduces the methodology used in our study, in order to
implement our proposed architectures. We describe the dataset and the pre-
processing steps necessary for the data, as well as the methods used towards
the implementation of the used models and the performance evaluation.

3.1. Machine learning models used. Autoencoders(AEs) are a class of
neural networks that correspond to the category of self-supervised learning
machine learning models which learn to reconstruct the given input data. An
AE is composed of two parts which are connected by two layers. The first
segment is an encoder which learns to compress the data to a latent space. If
we consider the input space to have n dimensions and the desired size to be m
dimensions, then we can formalize the process as such: f : R” — R™. The de-
coder learns the reverse process g : R”™ — R", which teaches the model how to
reconstruct the input data based on lower dimensional latent representations.

GNNs are models that are specifically adapted in order to handle data
structured in a graph like format, of nodes connected by edges [26]. The
neural networks typically handle particular forms of data depending on the
graph structure. We can consider graphs to be either directed or undirected,
depending on the presence or absence of direction at edge level, respectively
homogeneous or heterogeneous. In homogeneous graphs, all the edges and
nodes have the same types, where in heterogeneous graphs, multiple types can
exist simultaneously.

The most common approach for developing GNNs is through the Message
Passing Neural Network Framework (MPNN), first defined by Gilmer et al.
[6]. Developments of GNN architectures that include autoencoder components
are somewhat rare. Nevertheless, there are some notable research results. Kipf
and Welling present two different approaches, one being a graph autoencoder
(GAE) and the other a variational adaptation of the previous algorithm [11].
An innovative approach is proposed by Tang, namely Graph Auto-Encoder
Via Neighborhood Wasserstein Reconstruction [20]. The researchers identify
a shortcoming of normal autoencoders, that being their tendency to focus
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on direct edges between nodes, while losing otherwise relevant topological
information of the graph.

3.2. Overview. We aim to represent financial transactions in a graph struc-
ture, with a node being a particular account and the edges being transactions
between said accounts. As there can exist multiple transactions between the
same two accounts, the underlying dataset is represented as a directed multi-
graph. The data has been produced by the AMLWorld model from IBM [2].
The data generation is done using a multi-agent based approach, in which
there are both agents that are simulating normal citizen behavior, as well as
a minority of criminals, which generate the fraudulent transactions.

In the literature, multiple typical patterns have been observed. These pat-
terns were first introduced by Suzumura and Kanezashi [19], and can be de-
scribed as follows. A fan-out pattern (further denoted as fan_out) represents
a fraudulent node being connected by outgoing edges to other non-fraudulent
nodes. A fan-in pattern (further denoted as fan_in) is similar, but in this
case the fraudulent node has incoming directed edges from normal nodes.

A message is created by every node based on the internal features of the
node, the features of the edge caring the message, as well as the features cor-
responding to the connected nodes. Nodes aggregate incoming messages from
their neighbors, using one aggregator, or multiple in conjunction. Afterwards
each node updates its internal state, aggregating its initial state as well as the
states of its neighbors.

The way we convert a traditional graph structure into a multigraph is using
the approach defined by Egressy et al. [5], meaning we combine the use of port
numbering, reverse message passing and EgolDs. Port numbering consists in
adding a label to the edges between nodes, the label being a tuple containing
a number uniquely identifying the start node (the node sending the messages)
and the end node (the node receiving the messages). Reverse message passing
is implemented by using a separate layer for message-passing, for the incoming
edges and another layer for outcoming edges. This makes nodes in MPNN able
to differentiate incoming and outgoing messages. Finally, EgolDs are used in
order to ease the detection of cycles in graphs.

3.3. Proposed architectures. We propose two different architectures, one
tailored for simpler, homogeneous graph data, as well as one with multiple
adaptations and capability of handling heterogeneous data.

For the first model, we begin with a feature embedding layer, which projects
the node and edge features into the latent space, in order to ensure the same
dimensions for both set of features. The second part of the architecture is what
we call the GNN Encoder. As in the base architecture of Graph Isomorphism
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Network (GIN), this component is tasked with updating node embeddings us-
ing the information gathered from the local neighborhoods. We use the GINE
variant of GIN (GIN with Edge features), which is an adaptation of the latter,
capable of integrating edge features and has shown strong ability in differen-
tiating graph structures. We use two layers of GINE in this component, in
order to make the aggregation of information able to occur using data from
neighboring nodes separated by up to two edges. The third component is a
decoder that aims to reconstruct edge attributes from the node embeddings.
The idea behind this approach is that the nodes would be more inclined to
preserve and encode features that are more important for defining the edges
in their close proximity. Second, it allows us to identify edges that display
anomalous behavior, which is of interest, as we presume that fraudulent edges
have some, albeit variable, specifics that ultimately make their representa-
tions deviate from expected patterns. The last component is a classifier, that
combines the node embeddings, edge features and the reconstruction error for
classification of transactions. The structure of the classifier is a three-layered
Multi-Layer Perceptron (MLP), with two dropout layers with a considerable
final dropout rate of 29%.

Below we showcase the core training loop of the model, as conducted for
the results detailed in Table 3, without any other adaptations, such as those
defined in Egressy et al. [5]:

The second architecture is similar to the first in many aspects, but there
are noteworthy differences, which we will focus on further below. The feature
embedding layer is enhanced in order to be able to handle both homogeneous
and heterogeneous graph structures, as according to the approach in Egressy
et al. [5]. The GNN Encoder has two other adaptations, besides the use
of PNAConv (Principal Neighborhood Aggregation Convolution) instead of
GINEConv, namely, compatibility with reverse message passing, by aggregat-
ing information both from incoming and outgoing messages, as well as optional
edge updates. Otherwise, we also use two layers of convolutions, in order to
keep the same depth when aggregating node features. The decoder structure
is slightly altered, in the sense that the architecture is now symmetric, with
two processing layers. The classifier respects the original structure. Below we
showcase the training loop of the PNA-based, autoencoder-enhanced GNN.
For the purposes of the results shown in the Table 3, we have implemented
all the adaptations described in Egressy et al. [5], as well as the edge updates
mechanism. The baseline architecture is called Multi-PNA, which refers to a
PNA architecture enhanced with EgolDs, reverse message passing and port
numbering.
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Input: G = (X, E,A,Y) - graph with node features, edges, edge features, and labels; T -
number of epochs; L - number of GNN layers

for epoch =1 to T do

for batch (Xy, Ep, Ap, Yp) tn G do

Aorig < Ap.clone() // original edge attributes
H < NodeEmbed(X}) // node embedding
Aemp < EdgeEmbed(Ap) // edge embedding

// GIN Encoder with residual connections

for layer i =1 to L do
H + (H + ReLU(BN;(GINEConv;(H, Ey, Aemp))))/2  // batch normalized

computations
end
Z < Linearenc(H) // project to latent space
Zsre, Zast < Z[Ep|0]], Z[Ep[1]] // source/dest embeddings

// decoding edge attributes

A « DecoderMLP([Zsrc|| Zgst])

// Per-edge reconstruction error

€ + mean((A — Aypig)?, dim = 1)

// features augmented with reconstruction error
F «+ [ZsrcHZd.st”AorigHG]

Y « Classifier(F)

L + CrossEntropy (Y, Y})

Backpropagate £ and update model parameters

end

end

Algorithm 1: GIN-based GNN with autoencoder enhancement

3.4. Training and testing. The models were trained on the training portion
of the Small HI dataset, more precisely, the first 60% of the timestamps,
validated on the next 20%, and tested on the final 20%. The segmentation
was done based on the temporal ordering of the transactions. For all cases,
the training has been conducted using a batch size of 8192, over 100 epochs.

As mentioned in Section 3.3, both models use two GNNs layers, we further
employ [100, 100] neighbor sampling for both created models, in order to
keep our approach as similar as the one of Egressy et al. [5] Both models
utilize a weighted binary cross-entropy loss, with a weight of 1 for the normal
transactions and 7.1 for the laundering transactions, for the GNN component.
We have used the Adam optimizer and set learning rate to 0.0006 for both the
GIN based architecture as well as the PNA based architecture. We have opted
for a lower learning rate in order to mitigate the risk of the models overfitting
on the patterns identified in the training data, which would be exacerbated
by the use of reconstruction error. In addition, we use hidden sizes of 64 for
the GIN based architecture, and 20 for the PNA based one, as well as latent
dimensions of 32 and 12, respectively. For both architectures, the decoders
also use a dropout rate of 0.08.
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Input: G = (X, E,A,Y) - graph with node features, edges, edge attributes, labels; T -
number of epochs; L - number of GNN layers

for epoch =1 to T do

for batch (Xy, Ep, Ap, Yp) tn G do

Epwa < Ep // forward edges
Erev < Eyp.flip(0) // reverse edges
Aorig < Ap.clone() // original attributes
H < NodeEmbed(X}) // node embeddings
Afwg < EdgeEmbed(Ay) // forward edge embeddings
Arey — EdgeEmbed(Ay) // reverse edge embeddings
for layer i =1 to L do

H o — ReLUBNIYPNATYY(H, Efypa, Afwa))) // batch normalized

computations
Hpey < ReLU(BNTY(PNAT®Y(H, Erev, Arev)))
H < (H+ Hyyqg+ Hrev)/3 // residual aggregation

Afwd < Apwa + EdgeMLP, ([H[Ep[0]]|| H[Ep[1]]]| A fwal) /2
Avew © Arey + EdgeMLP, ((H[Ereo (O] | H[Ereo [1] | Areu]) /2

end

// encoding to latent space

Z < Linearenc(H)

Zsre, Ldst Z[Eb[oﬂv Z[Eb[lu

// decoding edge attributes

D «+ ReLU(Linearezpand([Zsrell Zast]))

for layer j =1 to L do
| D < Dropout(BN;(ReLU(Linear;(D))))

end

A+ Linear f;nq1(D) // reconstructed edge attributes
// Reconstruction error as feature

€ + mean((A — Aypig)?, dim = 1) // per-edge MSE
}j — [Zs’r‘c Hstt IIAo'rig Hé]

Y « Classifier(F) // features augmented with reconstruction error

L + CrossEntropy (Y, Y})
Backpropagate £ and update parameters

end

end
Algorithm 2: Multi-PNA Autoencoder for Anti-Money Laundering De-
tection

The AE components, in both cases, provide a reconstruction error calcu-
lated using mean square error. The edge attributes are reconstructed based
upon the node embeddings. The reconstruction error is calculated per fea-
ture and then it is averaged across features. For the Multi-PNA architecture,
we also take into consideration the node embeddings coming from the reverse
message passing layers when conducting reconstruction. In the end, besides
the node and edge attributes, we also use the reconstruction error as part of
the classification step
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In order to assess model performance, we measure the Fil-score of the mi-
nority class at the end of the last training epoch.

4. EXPERIMENTAL EVALUATION

This section presents the experiments enacted in order to answer the afore-
mentioned research questions, namely whether autoencoder components are
beneficial for detecting fraudulent transactions in GNN architectures and if
these effects remain valid for a heterogeneous graph. The experimental eval-
uation has been carried out using the methodology presented in Section 3.

We mention that part of the baseline models from the Egressy et al. [5]
paper have been tested during this study, in order to validate their performance
and determine where the defined approach is valid and a potentially worthwhile
starting point of further study.

4.1. Dataset. We have chosen the Small HI (Higher Illicit) transaction sub-
set of the dataset. We consider the Higher Illicit transaction set to be more
suitable in comparison to the Lower Illicit set. While this subset is less repre-
sentative of real-life scenarios, the ratio of transactions involved in laundering
being just slightly over 0.1, we consider that less illicit transactions would
considerably hinder the capabilities of the model to learn the patterns asso-
ciated with the minority class. This subset of data contains information for
a primary period of 10 simulated days, with around 5 million transactions,
realized by 515 thousand bank accounts.

Out of all the transactions in the main period, only approximately 3600 are
illicit. Table 1 presents the statistics for the small cohorts of the data, both
higher and lower illicit sets. The dataset includes a secondary period of 8 days,
succeeding the primary period, with a much smaller number of accounts and
transactions.

Statistics Higher Illicit | Lower Illicit
Number of Days Spanned 10 + 8 10 +7
Number of Bank Accounts 515K +716 | 705K + 201k
Number of Transactions 5M + 1.1K ™ +283K
Number of Laundering Transactions | 3.6K 4655 4.0K + 435
Laundering Rate (1 per N Trans) 981 1942

TABLE 1. Statistics for the ’Small’ subset of the dataset.

The initial features of the dataset are explained in the Table 2

When the data is processed for training and inference, the timestamp col-
umn, payment currency, receiving currency and payment format columns are
encoded using label encoding. The columns ’to bank’ and ’to account’ are
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Feature Description

Timestamp Timestamp of the transaction in YYYY/MM/DD HH:MM
Format

From Bank Numeric ID of the bank the transaction is sent from

Account Hexadecimal ID of the account on the sending end of a trans-
action (The initial feature name is identical to the other Ac-
count name, later gets changed to "From Account’)

To Bank Numeric ID of the bank the transaction is sent to

Account Hexadecimal ID of the account on the receiving end of a trans-
action (Later changed to "To Account’)

Amount Re- | Monetary amount received by "To account’

ceived

Receiving Cur- | Currency of the amount received by 'To Account’

rency

Amount Paid Monetary amount send to the "To account’

Payment Cur- | Currency of the amount sent by ’From Account’

rency

Payment Format | How the transaction was conducted (Wire transfer, cheque)

Is Laundering Boolean value of whether the transaction is money laundering
or not

TABLE 2. Feature explanation

turned into a singular column, by appending the value of the latter to the
former. This is similarly done for the from bank’ and ’from account’ columns.
Finally, an EdgelD is created, which is an integer value that uniquely identifies
every transaction.

The data that is inputted into the model, in the case of the two architec-
tures, is identical, both in the case of the models which implement directed
homogeneous multigraphs and those which implement directed heterogeneous
multigraphs. The features used are the following:’Timestamp’, ’Amount Re-
ceived’, 'Received Currency’, 'Payment Format’. The only changes between
heterogeneous and homogeneous multigraphs are those pertaining to the edge
index, which needs to be flipped when handled by the reverse message passing
layer, as well as the port numbers, if port numbering is enabled. The main
differentiator between the layers is which messages are handled by which layer,
namely homogeneous implementations only use the data from incoming mes-
sages, the edge features of incoming edges, in order to update a node’s internal
representation, while in heterogeneous graphs, the outgoing messages are also
used, together with the features of the outgoing edges and handled by the
reverse message passing layer. This implementation is used in order to remain
consistent with the implementations of Egressy et. al.[5]. For example, given
the following example transaction:

2019/01/01 00:22,800319940,8004ED620,808519790,872ABC810,120.92,US
Dollar,120.92,US Dollar,Credit Card,0
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The final features kept would be the Timestamp (2019/01/01 00:22), Amount
Received (120.92),Received Currency (US Dollar) and the Payment Format
(Credit Card). The Is_Laundering (0) value is used as the target variables.

If port numberings is enabled, unique port numbers are added as edge fea-
tures. We shall consider the starting node to be 800319940-8004ED620, en-
coded as '0’ (zero), and the receiving node to be 808519790-872ABC810, en-
coded as ’1’. Therefore, the port numbering for this edge would be the tuple
(0, 1). The edge index is likewise represented as a tuple, respecting the en-
coded format (0, 1). For node ’1’, in an homogeneous graph implementation,
the edge features and internal node representation for node ’0’ would be used,
as '’ is a receiving node and the transaction (0, 1) represents an incoming
transaction for node '1’. Node ’0’ would not use this transaction to update its
internal state, as it represents the sending node, of this transaction.

When we activate reverse message passing, the original message passing
layer would keep the behavior of a directed homogeneous multigraph. The
reverse message passing layer needs to reverse the edge index and port num-
bering tuple, thus becoming (1, 0). In the case of the reverse message passing
layer, node ’1’ acts as the sender, and '0’ as the receiver. By enabling reverse
message passing, now both nodes are able to use all the receiving and outgo-
ing transactions and messages, in order to update their internal state. The
resulting structure represents the directed heterogeneous multigraphs.

4.2. Results and discussion. Table 3 comparatively presents the perfor-
mance of baselines and our proposed architectures. The most extensive results
in the literature, specifically on the used dataset, using part of the adapta-
tions discussed are presented in the work of Egressy et al. [5]. We consider
these models as baselines for our architectures, which are written as GIN+AE
(GIN+ AutoEncoder) and Multi-PNA+EU (Edge Updates)+AE respectively.
The experiments using the models GIN + ReverseMP + Ports, R-GCN and
all the experiments prefixed with Multi-* handle the dataset as a directed
heterogeneous multigraph, the others as a directed homogeneous multigraph.
The tree-based model baseline use the dataset augmented with graph fea-
tures. As Anti-Money Laundering systems are prone to false positive rates
approaching 90%][15], due to the resulting negative effect on precision, we can
assess that Fl-scores are likely to remain reduced. To our knowledge, Multi-
PNA+EU+AE represents the state of the art for money laundering detection
on directed heterogeneous multigraphs and GIN+EgoIDs represents the state
of the art on directed homogeneous multigraphs.

From Table 3, which consists of the average across five runs with different
seeds, plus-minus the standard deviation, in case of the baselines, we observe
that the architectures that exhibit all three of the adaptations mentioned
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TABLE 3. Performance of baselines and proposed architectures
(Fl-score %).

Model AML Small HI
LightGBM+GFs 2] 62.86 & 0.25
XGBoost+GFs [2] 63.23 £ 0.17
GIN [24, 7)) 28.70 + 1.13
GIN+AE 34.98
PNA [21] 56.77 + 2.41
GIN+EU [3] 47.73 £7.56
R-GCN [18] 41.78 £ 0.48
GIN+EgolDs [25] 39.65 + 4.73
GIN+Ports [17] 54.85 + 0.89
GIN+ReverseMP [8] +Ports 46.79 £ 4.97
GIN+Ports 56.85 + 2.64
1 EgolDs (Multi-GIN) 57.15 + 4.99
Multi-GIN+EU 64.79 +1.22
Multi-PNA 64.59 £ 3.60
Multi-PNA+EU 68.16 + 2.65
Multi-PNA4+EU+AE 50.92

Egressy et al. [5], namely the EgoIDs, port numbering and Reverse Message
Passing display the best performance. For the graph isomorphism network,
port numbering shows the biggest performance impact, with an increase from
the minority class F1 score from 28.70 £ 1.13 to 54.85 + 0.89. The second
biggest impact comes from Edge updates, followed by Reverse Message Passing
and EgolDs, with the lowest impact. It is shown that combining all these
adaptations render the comparably simpler GIN architecture to be very close
in performance with the Multi-PNA Model.

Adding an autoencoder component on the normal GIN architecture has
a positive impact on performance, with an increase of the evaluation metric
to 34.98%, which is greater than the values exhibited at the tall end of a
confidence interval given by the researchers. This tells us that autoencoder
components can be beneficial in directed, homogeneous graphs.

However, in the case of heterogeneous graphs, we have observed a large
drop in performance when compared to the equivalent baseline implementa-
tion (Multi-PNA+EU), obtaining a minority class F1 of 50.92% We theorize
that this might be due to the increased complexity of the resulting node em-
beddings, coupled with the higher volume and diversity of edges and their
corresponding features, which might necessitate special adaptations in the re-
construction process, for stable performance. One approach that might result
in potential improvements is to consider the inbound and outbound messages
as two separate homogeneous graphs, strictly for the purpose of calculating
reconstruction errors. Then, we calculate the reconstruction error separately
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for each instance and add them both in the final classifier. This could lead to
improved performance if the boost associated with the autoencoder compo-
nent remains consistent across multiple homogeneous graphs. For the purpose
of testing of our implementations, due to time and computational constraints,
we had ran the experiments only once.

Therefore, the increase in performance exhibited in the case of the first
model, when compared to the baseline renders, corroborated with the lower
performance exhibited by the second model renders us able to answer RQ1:
the performance improves by adding autoencoder components in the case of
homogeneous graphs, and decays in the case of heterogeneous graphs. As an
answer to RQ2, we may may that the performance decays when integrating
autoencoder components, when compared to the baseline, at least in the case
of our architecture. Nevertheless, further research and tests are required for
definitive validation. We note that there are no other graph autoencoder
architectures in the literature that deal with the problem of money laundering
detection as an edge labeling task

5. EXPLAINABILITY

For answering RQ3 we further investigate the application of SHAP values
for providing interpretability for transaction classification.

SHAP values are based upon shapley values and provide a standardized
approach for estimating the effect and the associated magnitude of the input
features on the model output. The SHAP values are computed using explainer
models and can be used in order to infer feature importance for all predictions
as a whole, as well as individually. In the first case, they can provide an
aggregate overview of the feature importance for the global predictive behavior
of the model, more precisely showing the effect of the feature on the given
predictions. This depiction can be rendered even more informative, with the
use of beeswarm plots, which show how values of the feature influence the
importance of the feature in prediction, or scatter plots, which can model
interaction effects between feature values and their associated SHAP values.
Second, SHAP values can be used to infer feature importance for individual
predictions made by the model. This is relevant for explaining how the model
reaches a result for a particular observation, and, likewise, we can use either
waterfall plots or force plots for this end.

Due to the complexity of computing SHAP values for graph structure data,
particularly for edges, we will first process the data in order to extract mean-
ingful structural features, which will render the data more usable by more
traditional classifiers. To this end, we will employ the Graph Feature Pre-
processor module from the SNAPML library. The preprocessor computes two
kinds of graph based features, which the researchers label as graph patterns
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and graph vertex statistics. The first set of features consists of identifying for
each transaction the kind of patterns it is implicated in. The second set of
features is represented by features like the number of neighboring edges, both
incoming and outgoing as well as the fan/degree ratio (the fan is the num-
ber of neighboring nodes and the degree is the number of incident edges), as
well as average, sum, minimum, maximum, median, var, skew, and kurtosis of
the selected raw features of the aforementioned three features. All the features
shown in Figure 1 and Figure 2, written in snake-case represent augmentations
computed with SNAPML. The total final number of features is 100.

The feature explanation has been computed by wrapping an XGBoost model
using a TreeExplainer model from SHAP [13], which is an architecture that
is adapted for SHAP values computation for tree-based models. XGBoost
is an efficient implementation of gradient boosting machines that has seen
widespread adoption in machine learning competitions.

The global and beeswarm feature importances are shown in Figure 1. Look-
ing at the global feature importance (Figure 1(A)), we can see that four fea-
tures show the greatest influence in the final result: (1) the most important
predictor on whether a transaction is fraudulent or not is Payment Format;
(2) the second feature refers to the number of neighboring nodes of a source
node (source_fan out); (3) the third feature represents the ratio between the
fan and the degree for a starting node of the outgoing transactions; (4) the
fourth feature is similar, but it instead is computed on the destination node.

We can see that, the number of the neighboring nodes of a source node
is a strong predictor for fraudulent transactions. The correlation between
different amounts sent and fraud does not seem to be very clearly defined,
but low transaction amounts have a small tendency of lowering the risk of
a transaction being fraudulent. Another insight we can gain from the plot
is by looking at the EdgelD feature. The edges in the dataset are labeled
using numeric ids, which are incremented by 1 for every subsequent trans-
action that is simulated. As the edges with low feature values (a lower ID)
are shown to decrease the chance a feature is actually fraudulent, we can
stipulate that the researchers have first created the normal transactions, and
only afterwards created the bulk of fraudulent transactions. As the trans-
actions with medium-valued EdgelDs are shown to increase the probability
of being a money laundering transaction (in this instance, meaning they are
actually fraudulent), we can assume with reasonable certainty that the fraud-
ulent transactions were simulated in a later step of the simulation, and late
transactions act as filler, likely necessary for increased veracity. This is further
corroborated by the Timestamp features, where we can see lower timestamps
mostly corresponding to normal transactions.
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(A) Global Feature Importance. (B) Beeswarm feature importance.

FIGURE 1. Feature importance.

We can also stipulate that the transactions were generated in batches, as
even for a small subset of samples (the first two hundred), the bee swarm plot
and the influence of feature values remain mostly consistent with the previous
case. The beeswarm plot illustrated in Figure 1(B) showcases this behavior.

TABLE 4. Transaction statistics per payment format

Payment Not Laund. Laund. Total Fraud %
ACH 596,314 4,483 600,797 0.75
Bitcoin 146,035 56 146,091 0.04
Cash 490,783 108 490,891 0.02
Cheque 1,864,007 324 1,864,331 0.02
Credit Card 1,323,118 206 1,323,324 0.02
Reinvestment 481,056 0 481,056 0.00
Wire 171,855 0 171,855 0.00

For a better comprehension of the importance of the features, we consider
two sample transactions depicted in Figure 2 (a normal one, depicted in Figure
2(A) and a fraudulent one depicted in Figure 2(B)).

When looking at an individual normal transaction (Figure 2(A), we can
see that most features make the sample less likely to be fraudulent, in this
case, with the exception of the fan/degree ratio at the source node.
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Explanation for Fraudulent Transaction (ID: 5078344.0)
=3.482487

90 other features

(A) Normal transaction - 298998. (B) Fraudulent transaction - 5078334

FIGURE 2. Sample transactions.

In order to better understand why these features have this particular im-
pact, for this sample, on the model predictions, we analyzed the distributions
of the nine most important features, according to global feature importance.
We observed that the sample corresponds to a transaction conducted using
reinvestments, that has a small, but above the mean source_ratio_out. We
also observed that the transaction sent a large amount of money, well beyond
the median but far below the mean, and the same holds for the amount re-
ceived. Of note is the difference between the mean of the two, showing that
the average received amount is much higher than the sent amount, signaling
that monetary conversions into a weaker currency, than the starting one is
particularly common. We can also see that the starting node of the transac-
tion has 7 neighboring nodes, which is above the median, but well below the
mean.

For the fraudulent transaction (Figure 2(B)), all the main features push
the transaction towards being fraudulent. We observed that five of the nine
most important features refer to statistical features of the timestamps (col3
corresponds to the timestamp column). We note that the transaction was con-
ducted using the ACH (Automated Clearing House) format, which was shown
to have the highest percentage of fraudulent transactions 4. The transaction
is also shown to have a small ratio of fan/degree for its starting node (has
comparatively few transactions when compared to the number of implicated
accounts.) The source_fan_out also shows us that the number of accounts
connected to the source account is above the median, but well below the mean.
For the end node, we can see the ratio is much closer to the mean and the
median. Of note is also that the amount sent is only slightly larger than the
median, but much lower than the mean. This suggests that transactions that
are not particularly large, but still larger than most, are most likely to be part
of fraudulent activity.
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6. CONCLUSIONS

We have shown in this paper that enhancing GNN architectures with au-
toencoder components improves the predictive performance, when it comes to
the money laundering detection tasks, on data represented as homogeneous
graphs. This finding does not hold for heterogeneous graphs, at least when
we consider the multi-PNA architecture, where we encountered a decrease in
model performance. We theorize that this could indeed be due to the data dif-
ferences, whose impact could be mitigated by utilizing different autoencoders
for each type of data.

We can therefore state that, in regard to RQ1, autoencoder components
can enhance the performance for homogeneous graph data. For heterogeneous
data the performance decreases, more advanced implementations likely being
necessary. This renders us able to answer RQ2, namely that the Multi-PNA
architecture does not benefit from autoencoder components as implemented in
our iteration. Regarding RQ3, we have shown that payment formats and the
ratio of transactions to the participating accounts have a significant predictive
capability in determining transactions involved in money laundering.

As the current research does not discuss the implementation of autoencoder
components for all the model architectures discussed in the main paper, ana-
lyzing the impact of such adaptations to the other model variants will likely
lead to valuable research results. Finally, in regards to explainability, develop-
ing SHAP adaptations for explainability on edge labeling tasks, directly appli-
cable to GNNs would be a major improvement towards model interpretability.
Otherwise, integrating new statistical features of transaction amounts, both
for sent and received, as was done for the timestamps would likely also lead
to valuable insights.
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